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INTRODUCTION

DMZ is an abbreviation for ‘Demilitarized Zone." In a world of ever-increasing and sophisticated security threats
and hacks, a DMZ will be an essential part of your network to help you guard against unauthorized access. It is
positioned specifically between your internal & guest IP networks to allow safe and simultaneous communication
and collaboration between those networks.

The DMZ you'll read about in this paper securely isolates any Kramer VIA product - Collage, Campus, or Connect
PRO - that can be accessed from any and all other devices on your internal and external (guest) networks. This
additional layer of security ensures that users of an external network cannot directly address and access an internal
network in a “back door” manner through any VIA product.

Internal networks always contain more proprietary and/or valuable information than guest or external networks.
And the simplest way to differentiate internal and external networks is to determine which network needs protection
from the other.

A DMZ is usually located on external networks that have an Internet connection to the outside world. It is common
practice to run a separate web server inside a DMZ. However; in our case, the DMZ described in this manual will be
used to isolate a connected VIA product from all other devices located on both internal and guest networks.

The concept of a DMZ is familiar to companies that already operate multiple subnets to separate guest computers,
internal computers, and other IP-addressable devices. Since different IT applications have specific QoS and
bandwidth requirements, it's common practice to create specific subnets to run these applications.

The same principle is at work here. Adding a DMZ to create network separation for VIA products may slow down
network speeds to some extent, but if the DMZ is configured correctly, any reduction in speed will be minimized -
and the increase in internal network security will be significant.
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HOW TO DESIGN A DMZ

Let's start with the basics.
STEP 1: Determine which devices are assigned to internal or guest networks
STEP 2: Secure the entrance port for your network

At first glance, these steps might seem easy to follow. But you may find more than one entryway to your network,
and this will mean more points to monitor for security. For the example in this paper, we'll focus on a single
entrance port.

Minimalism should be your goal when implementing network security.

1. Determining which devices are assigned to internal or guest networks

After verifying which devices you need to protect, you must first locate them on your secure internal network. Also,
make sure you know how these devices will communicate with the VIA platform that you're going to install in the
DMZ. Kramer's IT Deployment Guide will provide you with details about all of the relevant ports that are needed for
communication with VIA. You will also need to set up your existing network firewall to allow only VIA-specific traffic.
Again, cross-check with Kramer’s IT Deployment guide to determine which protocols and ports are used.

Guests will bring their own devices to collaborate through VIA and accordingly will require their own subnet within
your existing network. The access point for this subnet will be separate from your internal network. (Make sure all
such access points are part of your guest network!) You may also want your firewall to provide DHCP addressing
to your guests. (DHCP addresses can be also assigned by a router or server within or outside the guest network.)

2. Securing the entrance port for your network

Typically, this will be an ISP router with an integrated modem. Locate the entrance port and ensure your network
firewall is working correctly. Check for passwords and usernames that may not comply with today’'s advanced
security terms - passwords should contain at least 16 characters and include a mix of small letters, capital letters
and special characters. Usernames should be changed from factory default settings like “admin” or “root” to
something more advanced.

Example: Common default username and password combinations that must always be changed

User: admin / Password: password

Or

User: root / Password: toor
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SETTING UP A DMZ WITHIN A FIREWALL

You can use one or more firewalls to set up a proper DMZ. In this paper, we will focus on a single firewall configuration
with a guest network connected to our VIA system within the DMZ.

You can add additional firewalls for increased security. In this case, it is common practice to configure one firewall
to be in front of the DMZ and the other one behind it.

DMZ
—
b FIREWALL e WITH VIA b FIREWALL

The “front” firewall should be located between the guest network and your DMZ, while the “rear” firewall sits
between the DMZ and your internal network. In this scenario; even if one firewall fails, guest traffic will still be
blocked from your internal network. It's also a good idea to use different vendors for each firewall, as it's unlikely
that an attacker will know how to get past two different firewall designs.

How to configure your firewall interfaces
For a single-firewall dual-network solution, you will need to define three interfaces: Internal, Guest, DMZ.

Check to see if these interfaces need to provide DHCP addressing, or if you already have a DHCP server running
elsewhere in the specific subnet where the VIA platform will be connected. It is highly recommended to run DHCP
addressing within your guest network environment to provide flexible and easy IP address assignments to BYOD
(Bring Your Own Device) clients.

Next, limit administrative access to your interfaces. Make sure you close off all unnecessary access modes to
prevent unauthorized access.

Select the correct IP addressing mode for your Firewall interfaces (static or DHCP) and advise users of the correct
IP address and subnet if static addressing is used. All configuration information will be provided by the firewall
through DHCP requests from clients. Note that you may need to configure static routes if you're running an
additional device that provides DHCP.

(Never run more than one DHCP server per subnet!)

Activate “Multicast” policies in your firewall. This option is usually deactivated to prevent overloading the network
with data packages from applications like Bonjour. Multicast policies must be activated to permit AirPlay operation
through a specific subnet. To allow AirPlay on all subnets, define a new policy with a list of all source interfaces and
the outgoing interface to the DMZ. You will also have to add two more firewall policies from the incoming interface
DMZ to the outgoing interfaces internal and guest. If your Firewall allows adding multiple interfaces into one policy,
you can define the policy as “internal, guest”.

All Airplay/Bonjour packages sent through the network have a characteristic TTL (Time To Live) that typically has
a value “1”. This can create a problem because the router / firewall starts requesting the package after 85% of its
TTL. At this point, you can see the AirPlay device on your subnet, but you can't view your display. Most firewalls can
set different TTL values or otherwise alter the TTL after a package request. Make sure your firewall / router does
not change the TTL.

We will now define the services from each subnet to the DMZ and from the DMZ to the internal and guest networks.
Locate the Service Options menu for your firewall and create and name a new service. Add the specific ports and
protocols for each service. The minimum number of services you will create here is two, with the first defining traffic
from all clients to VIA and from VIA to your clients. (It is highly recommended to define multiple services for guest
and internal devices. Make sure you also add a service for AirPlay.)

Ports from/to VIA

For a full description of all VIA ports, see the VIA IT Deployment Guide
(available at: www.kramerav.com/product/VIA%20Campus#Tab_Resources).
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STEP-BY-STEP GUIDE TO INSTALLA
FORTINET FIREWALL

1. Download and install the software program “FortiExplorer”. This will allow you to connect to the FortiGate 60D.
Download Link: http://www.fortinet.com/resource_center/product_downloads.html
N
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2. After installing the software, you can power up the FortiGate 60D and connect it via a USB cable to

your computer.

® @
2
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GMT,

(-]
(-]

N\

3. Launch the FortiExplorer program.

fort R

==, Fortibxplorer

4. Under the Devices tab, select the FortiGate 60D.

Tools  Help

FiERTINET

Firmware

¢ Monitored Firmware

Devices

& Setup Wizard
@ Web-based Manager

Tools
i, DLP Watermark
£® FortiCamera Config

& FG60DP4614001225

® Command-line Interface

FortiGate-60D-POE

Serial Number: FG60DP4614001225

— = Firmware: v5.2.3,build0670,150318 (GA)

Registration: Reaqistered (_Register |

Current Firmware Version: Online Updates:
v5.2.3,build0670,150318 (GA) 5.2,4  Build 00688 ( Download )
5.0.12 Build 00313 (_Downlead |

s Uploaded Firmware

g
:

| ' Setup Wizard
I} Configure Fortinet device via a setup wizard

T a ' Web-based Manager

| Configure Fortinet device via a web interface

Ir '| Command-line Interface
L

Configure Fortinet device via a command-line interface

Remember this device and check for updates with FDS automatically

Bytes SentiReceived: 1437/4722
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5. Select the Web-based Manager tab on the left side.
a. Enter the default username and password (Username: admin / Password: -Blank-)
b. Login to start configuring the FortiGate 60D.

Tools  Help FiERTINET

Firmware

7.0 Monitored Firmware

Devices
& FGBODP4614001225
@ Setup Wizard
2 Web-based Manager
@ Command-line Interface
Tools
5 DLP Watermark

8 FortiCamera Config

Name ‘admin * |

Password ‘ |

Bytes SentiReceived: 521811101076

6. We will now configure the interfaces for these networks:
a. DMZ (with VIA Collage / VIA ConnectPro / VIA Campus)
b. Internal (with all your internal devices that belong to the company and are trusted)

c. Guest/Internal (with all untrusted devices that will connect to VIA)

7. Select the top level interface. In this case, it's the Internal network interface.

a. Right-click this interface and click Edit to enter the settings page.

[Firmware ,.
TINET = FortiGate 60D-POE o &
.7 Monitored Firmware Help Logout
IR || enriner '
iGete 50070
& FGO0DP4514001225 © pashboard e
* Setup Wizard * Status |
. mams:n‘wmerﬁ il Fortiview
o Command-line Interfece . -
B4 Network @ Crestenew = @ Edit @ Group by Type @R
Tools Rinerfaces || [ v stat..| 7 Name| v Members v 1P/Netmask Y Type 7 Access o]
& DLP Watermark * WAN Link Load Balancir Hardware Switch (1) |
i@ FortiCamera Config * Routing | e e T e
o Physical (5) |
w0 Conftg © 0.0.0.0 0.0.0.0 Physical
H i ° edicated to Extension Device B physical
= SNMP %
“ " { o s edicated to Extension Device T Physical
* Replacement Messages
g el O (wE 00000000 Physical o
* Forti ©  wan2 0.0.0.0 0.0.0.0 Physical PING| | FMG-Access| |AUTO-IPSEC]
= Advanced
* Features i
< >
Policy & Objects
Security Profiles
VPN
User & Device
WiFi & Switch Controller
Log & Report < >
Bytes Sent/Received: 299032/1200534
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You will need to change the IP/Network Mask settings. In most cases, these initial settings will not work with
your network. (Our Internal network is set to “10.10.40.x/24" and you may change this value as required.)
After changing the IP/Network Mask field to “10.10.40.1/255.255.255.0" you will need to change the DHCP
range as well. Set DHCP values to start at “10.10.40.50” and end at "10.10.40.200", as shown in our schematic
view. If you're already running a DHCP server on your network, you can disable DHCP on that interface.

Toals  Help

Firmware

=RTINET FortiGate 60D-POE

17 Monitored Firmware

g Edit Interface
Devices

¥ FGEODP4614001225 &8 pashboard Addressing mode @ Manual () DHCP () PPPoE
@ Setup Wizard * Status IP/Network Mask 192.168.1,99/255.255.255.0
 Web-based Manager il Fortiview
& Cor d-line Inter: . i i
mmand-line Interface 588 etviork Administrative Access ¥ HTTPS [ PING [ HTTP ] FMG-Access
Tools - T — capuae
5 DLP Watermark * WAN Link Load Balancing SSH ] sNmP [¥ FCT-Access
i8] FortiCamera Config * Routing |
i [ Auto IPsec Request
Config
DHCP Server [Vl Enable
= Admin
il | address Range O Cestrtion. @ P
Starting IP End 1P
192.168.1.110 152,1568.1.210
Netmask 255.255.255.0
Default Gateway ® Same as Interface IP () Specify
DNS Server ® Same as System DNS () Same as Interface IP () Specify
FortiClient On-Net Status ¥ Enable
T e SPAN [] Enable
Security Profiles Security Mode
VPN
Device
User & Device i
Detect and Identify Devices O
WA B Broadcast Discovery Messages O
Log & Report ™
Bytes SentReceived: 335918/1293629

Once configured, your Interfaces overview will display the Internet interface as follows:

Hardware Switch (1)

(4] internal B E S 10.10.40.1 255.255.255.0 = Hardware Switch (5)

Now, continue to edit the DMZ and Guest interfaces. Follow the previous steps and edit each interface as
required. Right-click on DMZ and choose edit.

w mternai I 1 5] ) 10 LU LUSULL &

Physical (5)

Edit the IP/Network Mask field to:
“10.10.30.1/255.255.255.0"
Remember: You can enter your preferred IP and network mask.
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It is not necessary to have a DHCP server running in the DMZ, so disable it if this option is enabled.

Tools  Help F:ZRTINET
Firmware r —
: PATINET  FortiGate 60D-POE Q0 &
1. Monitored Firmware < Help  Logaut
Devices A
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» Command-line Interface : Hink-Statis Vi
& 52l Network u Physical Interf
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o DLP Watermark . ing Il 1 i
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K8 Forticamera Config * Routing 2 . .
() Dedicated to FortiAP
" DNS -
&5 config 1p/Network Mask 10.10.30.1/255.255.255.0
@ Admin o "
it it | Administrative Access [] HTTPS [] PING [] HTTP [] FMG-Access
[] CAPWAP
[ ssH [] SnMp [] FCT-Access
[] Auto IPsec Request
DHCP Server [] Enable
Security Mode
Policy & Objects Device Management
ey aies Detect and Identify Devices O
VPN Listen for RADIUS Accounting Messages [
User & Device Secondary 1P Address O
WiFi & Switch Controller
Comments [ 7] s o
& Report
e Statu @ £ lin M Down

Bytes SentReceived: 425146/1522419

10. Now, configure the internal interface settings for your Guest network. Edit the IP/Network mask again as
required. For our example, we will use “192.168.1.1/255.255.255.0". Also, we will need the DHCP server to run
on our firewall with a range from “192.168.1.51" to “192.168.1.200".

gush ikl ZATINET
Firmware -
3 y FEERTINET | FortiGate 60D-POE 0 [
1% Monitored Firmware e
# FG60DP4614001225 © pashboard Interface Name internalA{08: SB:0E: 7C: 2E:E4)
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i Wiotereces
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i8] FortiCamera Config * Routing | -
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1= Config IP/Network Mask [192.168.1.1/255.255.255.0 |
0 Admin 3
Administrative Access -,
B wonitor | [] HTTPS [ PING [ HTTP [] FMG-Access
W capwap
[ ssH [ sk [ FCT-Access
[ Auto IPsec Request
DHCP Server Enable
Address Range © Create New [ Edit Tl Delete
Policy & Objects. 1
Security Profiles MNetmask 255.255.255.0
VPN Default Gateway @ Same as Interface IP () Specify
User & Device DNS Server @ Same as System DNS () Same as Interface IP () Specify
WGEEE MR Bonteoon s | i iode
Log & Report it
Bytes SentRecsived: 533414/1796151
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After you've completed these steps, your Physical Interface view should look like this:

FZEATINET.
FortiGate S00-POE

INTERNAL
2 3 4 5 DMIWANIWANZ

i

@ Create New = [ ¢ il Group by Type @R

lm TIP/Netmask | Tiype | |

Hardware Switch (1)

[+] internal 10.10.40.1 255.255.255.0 Hardware Switch (5)  PING| HTTPS| 55H
Physical (5)

[+ dmz 10.10.30.1 255.255.255.0 Physical

[+] internalA 192.168.1.1 255,255.255.0 Physical CAPWAP

[+] internalB Dedicated to Extension Device Physical CAPWAP

o wan1 0.0.0.0 0.0.0.0 Physical PING

[+ wan2 0.0.0.0 0,0.0.0 Physical PING

11. In the default configuration, our firewall will not allow for multicasting. However, since the VIA product line
uses AirPlay and Bonjour, you should enable multicasting.

Go to: System — Config — Features

Scroll down to Multicast Policy. (You may need to click “show more” to see this option.)

Feature Settings
: ;

2-© pashboard AL —
" Status | L |
b Fortiview

5 Network
2 Netwar Implicit Firewall Policies 0

~* Interfaces e %

" WAN Link Load Balancing
“ " Routing
" DNS Load Balance &
Hi= Config
" HA
“* SNMP 1
= Replacement Messages | Local In Policy
~* FortiGuard
" FortiSandbox

&)

- * Advanced

greavres | e eEnallo

=
5} Admin %
lEj Monitor

10 KRAMER ELECTRONICS, Ltd. ® VIA - HOW TO CONFIGURE A ‘DMZ’ FOR SECURE COLLABORATION



To save your changes, scroll back to the top of Feature Settings and click on Apply.

] & Dashboard
" Status

b Fortiview
=8 Network

“ Interfaces
“ " WAN Link Load Balancing
= Rauting

" DNS
‘iz Config
-5 HA
=" SNMP

" Replacement Messages
~* FortiGuard

* FortiSandbox

* Advanced
ﬁ; Admin
E!j Monitor

12. After successfully activating the Multicast feature, a new sub-menu will appear under Policy & Objects.
Go to: Policy & Objects — Policy - Multicast

To allow AirPlay and Bonjour through our networks, we will first need to add four policies to our firewall.

Click on Create New.

Basic Features

Advanced Routing &4

IPve i)

VPN @

WiFi & Switch Controller &

Feature Settings

Changes:

w | + Multicast Policy
Disabled -> Enabled

T |

Tools  Help FiZRTINET
Firmwy I 7 ot
FEERTINET  FortiGate 60D-POE s M8 0 [
7.0 Mo Wizard  Video Help  Logout
Devicl| System @ Create New [ E () Section View (@) Global View
PR= | rolicy & Objects Eﬂ! T DNAT| T Protocol Number T Action] T Log| T SNAT T Status |
sl No matching entries faund
oul| ZE Policy
P R 721
Multicast E
Tools p
i’ * Proxy Options
= Db * SSL Inspection
& For 5 Objects
& Monitor
Security Profiles
VPN
User & Device
WiFi & Switch Controller
Log & Report < >
Bytes Sent/Received: 628348/2207612
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13. Ouir first policy will allow AirPlay/Bonjour from the internalA (Guest) interface to the DMZ.

For the incoming interface, choose internalA
For source address, choose all

For the outgoing interface, choose DMZ

The destination address is Bonjour

Select OK to save your changes

Tools Help FEERTINET
Firmw} Wi “ -
FEERTINET  FortiGate 60D-POE S M 0 [
24 Mo Wizard Video Help Logout
Devict| System New Multicast Policy
# Fo I || Incoming Interface internala -
& 5
- = [ policy Source Address &l Sl
e d " v Outgeing Interface s =
Tools H Ll E Destination Address [ Bonjour - @
- * proxy Options
= DL . ofe | Enable SNAT
SSL Inspection )
) Forj ¥ Objects DNAT 0.0.0.0
| &= Monitor Protocl ANY “
| Action  ACCEPT =
' orr  Log Allowed Traffic
@ Enable this policy
OK Cancel

Security Profiles

VPN

User & Device

WiFi & Switch Controller

Log & Report

Bytes Sent/Received: 638436/2229170

14. Our second policy will define traffic in the opposite direction from DMZ to internalA.

Confirm the settings shown below by selecting OK.

Incoming Interface PRy &
Source Address = all v
Outgoing Interface internala -
Destination Address B Bonjour -

orr | Enable SNAT

DNAT 0.0.0.0
Protocol ANY =
Action + ACCEPT -

orr | Log Allowed Traffic
@7 Enable this policy

OK Cancel
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15. Our third policy will allow communication from the internal network to the DMZ network.
Confirm the settings as shown below and select OK.

Incoming Interface internal =
Source Address = all - &
Qutgoing Interface .dmz -
Destination Address EfE Bonjour > | &
_ofr  Enable SNAT

DNAT 0.0.0.0

Protocol ANY s
Action  ACCEPT -

orf  Log Allowed Traffic

@ Enable this policy

OK Cancel

16. Finally, the last policy we have to create is to allow communication from DMZ back to internal.
Confirm the settings as shown below, and select OK.

Incoming Interface dmz 7
Source Address £ all -~ | &
Outgoing Interface internal =
Destination Address [ Bonjour -| &
_orr  Enable SNAT
DNAT 0.0.0.0
Protocol ANY 2
Action « ACCEPT |4
orr  Log Allowed Traffic
@ Enable this policy
17. The Multicast tab overview should look like this now.
@ FortiExplorer - Fortinet Device Easy Configuration Utility = =
Tools  Help FiERATINET
Fi j—
™| FE&3RTINET | FortiGate 60D-POE B B 0 &
W Mo Wizard Video Help Logout
Devic{| System & Create New [ ©« () Section View @) Global View
i sensl 1 rrom |10 | - source | - pesunaton | owar |- prutocol number — acud
: B B Policy 1 internalA dmz B all B Bonjour 0.0.0.0 v ACCEPT
ad : " IPv4 2 dmz internalA Bl all G Bonjour 0.0.0.0 v ACCEPT
fhuticast [}
Tools * Proxy Options 3 internal dmz El all B Bonjour 0.0.0.0 ¥ ACCEPT
, DL :
; = " S5L Inspection 4 dmz internal = all (& Bonjour 0.0.0.0 + ACCEPT
Objects
@ Monitor
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18. As mentioned earlier, the Time To Live (TTL) value for each package is very important. Our entire AirPlay/

14

Bonjour package should pass through the firewall unaltered. To enable this, we will first have to enter some
CLI commands into the firewall.

Go to: System — Dashboard — Status

Scroll down till you find the CLI console

Click into the black area, and enter the following lines of text.

Note: you cannot copy and paste text here!

a. config system setting

b. set multicast-forward enable

c. set multicast-ttl-notchange enable
d. end

Connected

FGe0DF4614001225 # config system sSetting

FGe0DF4614001225 (settings) # set multicast-forward enable

FGE0DP4614001225 (settings) # set multicast-ttl-notchange enable

FG60DP4614001225 (=settings) # end

FG60DP4614001225 #

Tools  Help Z=ERTINET
Firmmw e r

| FEERTINET  FortiGate 60D-POE

Moj

# FG8| = @® pashboard + CLI Console Detach # X

o sl
il Fortiview Connected

=W

]
o o
58l Network
Tools f| .. = FG60DP4614001225 # config system setting
B Config
& DL £ Admin 60DP46 (settings) # set multicast-forward enable

81 For}

3]

= monitor g y
(settings) # set multicast-ttl-notchange enable

(settings) # end

+1

+ System Resources £ D

;ii CPU Usage: 27%%
Policy & Objects i PR,
Security Profiles ﬁ Memory Usage: v
VPN
User & Device ey Disk Usage: i -
WiFi & Switch Controller — "
E] Sessions: Total Sessions: 2
Log & Report hs i New Sessions per Second: 0 v

Bytes SentiReceived: 1007750/2780986
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19. We're halfway there!l Now, we have to define policies for the VIA Ports.

Go to: Policy & Objects — Objects — Services

Click on Create New and choose Service

TT"S Help TINET I

Firmw

RTINET FortiGate 60D-POE

In ke 0 [

.0 Mo Wizard video Help Logout
Devicé System & Create New Delete
follZel | Policy & Obj ——r ke Croi
@ S - neral
& Z Policy Sateaty
3 W D ALL General ANY (]
s Wi T ALL_TCMP General Ic ]
Tools MO @ ALL_TCP General TC. 0.0.0.0 []
2 pu PRl @ ALL_UDP General u. 0.0.0.0 [
== SSL Inspection
& s & Web Access (2)
=47 Objects
Web Access TC.. 0.0.0.0 (-]
Alliiessed f @3 Web Access. TC. 0.0.0.0 [-]
e
Saiediles D AFS3 File Access FCML 0.0.0.0 (-]
Tramc Shaticks B FTP File Access {14 0.0.0.0 9
Vi 1es | @ FTP_GET File Access TC. 0.0.0.0 9
ot @ FTP_PUT File Access TC. 0.0.0.0 [-]
i EE_J Monitor =
2 NFS File Access TC. TCL U e 0.0.0.0 [ ]
) SAMBA File Access e 0.0.0.0 (-]
7 SMB File Access TC. 0.0.0.0 []
o @ TFTP File Access u.. 0.0.0.0 []
Security P es
i Email (6)
VPN @ IMAP Email TC. 0.0.0.0 Q
User & Device 7 IMAPS Email TC 0.0.0.0 (]
WiFi & Switch Controller & POP3 Email TC. 0.0.0.0 [-] ,
2 POP3S Email TC 0.0.0.0 []
Log & Report < 3>
Bytes SentiReceived: 1123875/2906672

20. Name the new service Traffic from Client to VIA, or choose a name that fits your needs. All the ports that will

be needed for communication are well-documented in our IT Deployment guide. Additional ports can easily

be added by clicking on the green “plus” sign.

Tools Help :ATINET I

Firmw

EAC FiERTINET FortiGate 60D-POE

pevicl| System New Service

Pl Policy & Objects | Name [Traffic from Client to VIA |
= =
ool 1 policy Comments I AL
v * IPv4 Show in Service List

Tools M Category [Uncategorized v

o " Proxy Options Protocol T

= DU * SSL Inspection o BT

@ Fo E-§7 Objects 1r/EQOR ‘ |

S Destination Port L]

i i

e i okl sz22
* Traffic Shapers [
* Virtual IPs

=" IP Pools

@ EE:' Monitor

- |7024

- |9985

Security Profiles = | 9005

VPN

User & Device

TPV
upbP ¥
TP v
TP v
TP v
TPV
TCP W
TP v
TCP v
TP v
TCP v

I

WiFi & Switch Controller
Log & Report

[m|

Specify Source Ports

Im R 0 [

wizard  Video Help Logout

v

Bytes SentiReceived: 1156321/2989772
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21. Two more services must be defined. Create a new service and name it Traffic from VIA to Clients.

Security Profiles

;':':: FE2ATINET = FortiGate 60D-POE
Devic§| System
e
® g
- Policy Comments
e d *Irvy Show in Service List
oo * Multicast F -
- ~* Proxy Options
& DL e Protocol Type
Bl Fo] ¢ ¥ Objects IP/FQDN
* Addresses
fservices |
| Protocol
" Schedules g
* Traffic Shapers
* Virtual IPs
=" IP Pools
i EE_J Monitor

Specify Source Ports

VPN

User & Device

WiFi & Switch Controller

Log & Report

)

Wizard  Video

Edit Service

‘Trafﬂc from VIA to Clients |

‘ o | 0/255

[Uncategorized v|

\ |
Destination Port [+]
Low High

[rce v 9054 < x

TER: ¥ 3500 - 3590 x

TCP v 80 5 ES

TCP v 8080 - x

[uop v| 7010 ¢ x

|

0K Cancel

Bytes SentiReceived: 1208244/3260643

22. Our last service will contain all iOS ports in use. Name this service Traffic from iOS to VIA.

FortiGate 60D-POE

& FGe
8=
"
e Qg

Tools

& DL

8 Fo

N ERTINET
7.0 Mo
Devict| System

Policy & Objects

Policy
" IPv4
-+ * Multicast
~* Proxy Options
* SSL Inspection
] Objects

* Addresses

* Schedules

* Traffic Shapers
= Virtual IPs
= * IP Pools
& & Monitor

Security Profiles

il Services

Name

Comments

Show in Service List
Category

Protocol Type
IP/FQDN

| Protocol

Specify Source Ports

VPN

User & Device

WiFi & Switch Controller

Log & Report

Edit Service

‘Traf'ﬂc from i0S to VIA |

‘ :lnfzss

[Uncategorized ~|

\ |
Destinatien Port [+]
Low High

TCR. v 7000 - (e

TER; 7100 - %

TCR: v 47000 - L5

TCP. v 5000 - |5200 e

TCP v 5353 A x

|

OK Cancel

Bytes SentiReceived: 1218048/3280268
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23. In the Services menu overview, you can filter for specific content within the service names.

Search for VIA to see all related services.

The menu should look like this:

Tools  Help FiERTINET
Firmw| o 1z
: RTINET | FortiGate 60D-POE s B 0 @
4 Mo Wizard Video Help Logout
Devicl| System H o create new ~ @ =4 il Delere g Category S@itiBgsCategory () Alphabetically [Q vIA] & ||
PR | roiicy & objects Cateqory | Details _______[IP/FQDNShow in Service ListjRef |
85} = Uncategorized (3)
g © B eoicy A TCP{52.. TCP/77... TCP/9S... TCP/99...
== * Ipv4 2 Traffic from Client to VIA  Uncategorized TCP/9S.. TCP/99.. TCP/99.. TCP/95..  0.0.0.0 (] 0
Fnal . TCP/80 TCP/8O... UDP/7...
Tools = : TCP/9S. TCP/35.. TCP/BD TCP/SC ||
i E i i T (2 Traffic from VIA to Clients  Uncategorized | 0" 0.0.0.0 (-] o |
DL g |
= * SSL Inspection (2 Traffic from S to VIA Uncategarized IEE’;?; FeBfTE NPT, TORS0 | osa o o |
@rod| oy GCbjects :
* Addresses |
goerices il i
~* Schedules |
= Traffic Shapers &
* Virtual IPs
Security Profiles
VPN
User & Device
WiFi & Switch Controller
Log & Report < >
Bytes 12472 3

24. Now, we need to create the traffic rules between the networks. This step will show how to allow
communication for internal to DMZ, InternalA(Guest) to DMZ, and in reverse directions for both.

GoTo: Policy & Objects — Policy — IPv4

Create a new policy by clicking on Create New.

Tools  Help FEERTINET
Firmw} o
: RTINET | FortiGate 60D-POE s B O B
9 Mo Wizard Video Help Logout
Devicl| Svstem H @ crestenew ([ - i (@) Section View () Global View [Q search
PR policy & Objects [sea-#] T Source | T Destination| T Schedule | T Service |7 Action _|__Y NAT | Av| T web Filtd |
G ¥ internal - wan1 (1 -1)
=] Policy
o 1 Ean Eall T always @ AL ¥ ACCEPT @enatle
»d e |}
K—— ¥ Implicit (2 - 2)
Tools
* Praxy Options 2 Eall Eall G always @ AL @ DENY |
L DL ||
— * S5L Inspection [ ]
i) Fory &1 Objects
| @ Monitor
Security Profiles
VPN
User & Device
WiFi & Switch Controller
Log & Report < 3>
Bytes Sent/Received: 1285373/3438475
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25. To create this new policy, we will re-enter all the previous policy information again.

26. The next policy you define will enable communication from DMZ to internalA.

Select for the incoming interface: internalA

Source address: all

Outgoing interface will be: DMZ

Destination address: all

Schedule: always

Service: Traffic from Client to VIA and Traffic from iOS to VIA

Make sure you have NAT (under Firewall/Network Options) deactivated.

Tools  Help FEEFITII'IETI

M ESATINET

i Mo

Devicf| System

Policy

& FG Policy & Objects

FortiGate 60D-POE

Incoming Interface

Source Address

Edit Policy

internal&

I

Q0 B

£ all ~|
ad Source User(s) Click to add. ¥
Tools " Mulrice % Source Device Type Click to add... -
i “* Proxy Options .
& DLl SRS Qutgoing Interface dmz - | &
i® Fo § Objects Destination Address = all - |
Moniter Schedule 7 always -
| Service (2 Traffic from Clisnt to VIA x| @
7, Traffic from iOS to VIA X
Action  ACCEPT i
Firewall / Network Options
Jore_) NAT
Security Profiles
_CFF_ AntiVirus a2
‘Security Profiles _orr . Web Filter a
VPN _orr_ Application Control 3
User & Device _oFF_ S5L Inspection certificate-inspection 2
'WiFi & Switch Controller
Traffic Shaping v
Loghieperk ore | Shared Shaper quarantes-100khos =l
" 17591

Make sure you have NAT deactivated here as well.

Incoming Interface

Source Address
Source User(s)
Source Device Type

Qutgoing Interface

Destination Address

Schedule

Service

Action

Firewall / Network Options

orF ) NAT

dmz

= all

Click to add...
Click to add...
internala

=] all

7 always

i Traffic from VIA to Clients

v ACCEPT
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27. Create the same policies for the internal interface now.

New Policy

Incoming Interface internal - &
Source Address g all MR
Source User(s) Click to add... b
Source Device Type Click to add... -
Qutgoing Interface dmz - &
Destination Address g all | &
Schedule T always hd
Service 7 Traffic from Client to VIA x|
7 Traffic from i0S to VIA ®
Action « ACCEPT v

Firewall / Network Options
oFF  NAT

28. Finally, create a policy to allow communication back from DMZ to internal.

Incoming Interface dmz > &
Source Address £z all &
Source User(s) Click to add... pi
Source Device Type Click to add... b
Outgoing Interface internal v |
Destination Address =] all - &
Schedule 7 always =
Service 7, Traffic from VIA to Clients | &
Action « ACCEPT -

Firewall / Network Options
aff | NAT

29. Congratulations - you're done! The configurations and policies you've defined in the previous steps will allow
two networks to collaborate securely with VIA Collage, Campus, and Connect Pro in a Demilitarized Zone.

Disclaimer: Keep in mind that we've only defined a basic configuration for the firewall. To make sure that your
firewall is completely configured, you will need additional information from your IT Department or firewall
distributor. This white paper covers the setup for dual network collaboration only, and no other security
functions of this or any other firewall.
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