KRAMER

USER MANUAL

MODEL:

VIA

Integration into DNS and Microsoft Active Directory

P/N: 2900-300658 Rev 2 www.kramerAvV.com


http://www.kramerav.com/

Contents

Introduction

Microsoft Active Directory to Logon

DNS Services are Central to VIA Applications
Benefits with VIA in Your Active Directory and DNS

Installation Requirements

Windows Server Version

Setting Up DNS and AD in your Server

Configuring DNS & AD

Prompt DHCP

Configuring Active Directory Domain Services
Entering a New VIA Host into your DNS

Adding an Active Directory Login to Your VIA Device

VIA DNS & AD Integration i Contents



11

1.2

Introduction

Microsoft Active Directory to Logon

Microsoft Active Directory (AD) is the distributed directory service and the
information hub of Microsoft Windows Server 2008 and 2012 Server OS (operating
system). AD provides critical services such as Windows login, VIA login and also
supports a wide range of directory services that support Microsoft applications.
One of the most critical network services that the Active Directory uses, is the
Domain Name System (DNS). DNS services are provided as part of Microsoft
Active Directory and are often deployedon Mi cr osoft domai n

along with other services, such as print and file sharing.

This paper explains how a VIA device (VIA Campus PLUS, VIA Campus, VIA
Connect PLUS, VIA Connect PRO, VIA GO, VIA Collage) can be implemented
into your system and contains a full example installation for integrating VIA in a

Windows Server.

The implementation of a VIA device enhances the availability, performance and
manageability of your VIA system. Improved logon and easy room names are the

main topics.
DNS Services are Central to VIA Applications

The Domain Name System is the backbone of Active Directory and the principal
name resolution mechanism of Windows servers and clients. DNS is used to map
host names (e.qg., via.berlin or meetingl) to IP addresses (e.g., 192.168.1.39 or
10.10.1.100) and vice-versa, and can also be used to store and retrieve other

information about a host, such as which services it provides.
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Benefits with VIA in Your Active Directory and DNS

The following benefits are available after implementing the VIA into your AD/DNS.

DNS Mapped Host Names for your VIA System

VIA systems are ready to use DNS services. Out of the box they have a DHCP IP
or are configured to use a static address (192.168.1.39). This IP is always shown
on your wallpaper. While integrating VIA device into your DNS you can replace
thislPwithaneasy to ent er Dparmef | iiddlisdtieertegoateadn 1

Web interface is now available for everyone with this name.

Via Login with AD Credentials

The VIA systems are able to read your login credentials and handshake every

user with the VIA System.

Every employee can now join the VIA system with the credentials that he/she uses
dai | y a nlhvedodhénk abdut new ones. This makes it more productive,

less stressful and comfortable for everyone inside the company.

VIA User / Manager Groups in AD

Decide between the meeting leader and the participant. VIA is capable of handling

two groups to give your meeting more structure.

Users are allowed to display themselves immediately afteramanager 6 s

confirmation.
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How VIA AD Authentication Works
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2 Installation Requirements

1 Windows Server 2008 or 2012 is required for the setup.

1 DNS i Domain Name System as central for Microsoft-based and
non-Microsoft based devices.

1 ADT Microsoft Active Directory as database for Windows and VIA login.

2.1 Windows Server Version

Install or use the already installed version of Windows Server to proceed with the

next steps.

This paper does not cover the installation of Windows Server on a machine as an operating
system (OS). For more information, consult your IT administrator or supporting company.
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2.2 Setting Up DNS and AD in your Server
2.2.1  Changing Adapter Settings
Change your IP settings to make sure your server is running on a static address.

1. Right-click the Network Settings icon and go to your adapter.
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2. Select Open Network and Sharing Center.

Troubleshoot problems
Open Network and Sharing Center

3. Navigate to Change adapter settings on the right side of the new Window.

Change adapter settings

4. Select your connected adapter and right-click to choose Properties.

5. Goto Internet Protocol Version 4 and click Properties.

Networking

Connect using:
| & Intel(R) 82574L Gigabit Network Connection }

This connection uses the following items:

¥ "% Client for Microsoft Networks

¥ JE}File and Printer Sharing for Microsoft Networks

W [BlQoS Packet Scheduler

[ -a- Microsoft Network Adapter Multiplexor Protocol
[Vl 2. Link-Layer Topology Discovery Mapper I/0 Driver
(W] s Link-Layer Topology Discovery Responder

- Intemet Protocol Version & (TCP/IPvE)

Y irtemet Prot ion 4 (TCP/IPv4)
| Install... | | Uninstall ‘ | Properties |
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected
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6. Assign a static address and choose as the pre-selected DNS server
address:

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
(®) Use the following TP address:

Subnet mask: 255 .255.255. 0

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 192.168. 1 . 1
[ validate settings upon exit Advanced...

[oc [ col |

7. Confirm your changes by clicking OK and close all windows.
2.2.2  Adding Roles and Features by Wizard (Add DNS and AD)

1. Click the Server Managers Icon next to the windows icon in the taskbar.

Fﬁ
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2. The Server Manager now starts.

B Server Manager

Initially the Server looks empty.

¥ Locai Server
[ TR

#§ Fie and Siorage Semvices b

WELCOME TO SERVER MAMAGER

° Confiqure this local server

quice: sar

ROLES AND SERVER GROUPS
Rt 1 | Servir gromp: | | Seveer kst 1

s File and Storage
e 1 ¥ Local Server 1

Wi AllServers

@ wvanagesaiiny @ managensing

trents Eenss

Fforrarce Servem

BPA resits Partormance
wrA reits

® wanagesciy
Eens
Sarvicms
Perkormance

BPA results

3. Click Add roles and features.

0 Configure this local server

—

2 Add roles and features
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4. Make sure that the server is updated and has a strong admin password.

Click Next.
. DESTINATION SERVER
Before you begin WIN-FNES20D5PY
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the ing needs of your ization, such as sharing d . or
hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

1f you must verify that any of the ing p isites have been close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Provicn | [ et | [

5. Choose if you want to install on the local machine, remote machine, virtual
machine or an offline HDD. Once selected, click Next.

DESTINATION SERVER

Select installation type WINFNESZQD5PY

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation

Server Selection
- Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Rats | [
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6. Select the server upon which to install roles/features and click Next.

DESTINATION SERVER

Select destination server WINFNES2OD5PY

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation

Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features

Filter:

Name 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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7. Select the roles to add. Select:
Active Directory Domain Services > DNS Server > DHCP Server

Note: After installing and running the DHCP Role you must deactivate any
other DHCP service in the same network. If you prefer to use DHCP from a
router or firewall, do not install the DHCP server.

DESTINATION SERVER.

Select server roles i —

Before You Bagin Select one or more roles to install on the selected server.

Installation Type Roles Description

~ Active Directory Certificate Services

(AD CS) is used to create

certification authorities and related

[] Active Directory Federation Services role services that allow you to issue

[[] Active Directory Lightweight Directory Services e e peac celifcaies used S
variety of applications.

[] Active Directory Rights Management Services

[ Application Server

[] DHCP Server

[ DNS Server

[7] FaxServer

[m] Fileand Storage Services (1 of 12 installed)
[ Hyper-v

[] Netwerk Policy and Access Services

[] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services
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8. The Wizard prompts you to add features after clicking on one of the roles.

Install them if needed by clicking Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

IAddFeaturesH Cancel |
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9. Add features for DHCP:

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

|AddFeamrs| | Cancel |

10. Add features for DNS:

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

|.AddFeaturs|| Cancel |
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11. After finishing and adding all the Roles and features, click Next.
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